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Abstract - Skin cancer is one of the most common cancers in the world and late diagnosis can result in sub-optimal 

treatment outcomes and mortality. The skin cancer incidence rate is steadily rising annually, which makes it even more 

crucial to develop automated diagnostic tools that can assist dermatologists in making correct and timely choices. In 

recent years, Artificial Intelligence (AI), including deep learning and machine learning have been increasingly adopted 

for the analysis of dermatoscopic skin images for skin cancer detection. This paper summarizes all the recently available 

techniques for multi-class skin cancer detection based on AI, including the datasets utilized by researchers, the deep 

learning architecture developed and the different classification methods proposed. The strengths and limitations of each 

method are also considered, and the major challenges and open research issues are explored. The primary aim of this work 

is to provide researchers with a clear depiction of the current state of the field and to highlight future research priorities. 
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1.Introduction 

The global burden of skin cancer continues to rise, with increasing numbers of cases and deaths reported across 

all continents. Among skin cancers, melanoma is the most aggressive and potentially fatal type, while nonmelanoma skin 

cancers such as basal cell and squamous cell carcinoma are more prevalent globally. In Europe, rates of melanoma are 

higher than anywhere else in the world. Australia and New Zealand also reported the highest melanoma rates 

worldwide, while Asia, despite having relatively lower incidence rates, records higher melanoma-related mortality 

compared to many other regions [1]. These regional differences demonstrate the continued increase in the worldwide 

burden of skin cancer and the need for better diagnostic methods for melanoma [2-4].  Early detection of skin cancer plays 

a critical role in improving patient survival rates and treatment outcomes. Dermatologists have traditionally relied on 

visual examination and dermoscopy to evaluate skin lesions by assessing asymmetry, border irregularity, color variation, 

and diameter. While dermoscopy allows clinicians to view features beneath the skin surface, the final diagnosis remains 

subjective and highly dependent on the clinician’s experience and expertise. Since dermoscopic images are often 

interpreted differently by different clinicians, misdiagnosis remains a significant concern, particularly during the early 

stages of melanoma when visual cues are subtle and less distinctive. These limitations have driven growing interest in 

automated Computer-Aided Diagnosis (CAD) systems designed to support dermatologists in making more accurate and 

consistent diagnostic decisions [5]. Over the last few years, the introduction and advancement of AI have dramatically 

changed about how physicians utilize images for analysis and diagnosis. For example, deep learning algorithms have 

created very powerful deep learning models that can be used to analyze dermoscopic images by extracting complex 

patterns, thereby allowing for faster and more accurate diagnosis of skin cancer through automated methods. As such, when 

physician specialists are not available, the use of these types of systems can help provide a faster and more accurate 

diagnosis. These advantages make AI-based diagnostic systems particularly valuable in low-resource environments. In 

addition, the use of AI technology within the clinical workflow may provide better decision support and will enable more 

widespread screening using large populations [6 -10]. Building on these developments, recent advances in AI and machine 

learning (ML) models, specifically in the analysis of dermoscopic images, have greatly improved the classification of skin 

lesions [11,12].  

Convolutional Neural Networks (CNNs) automatically learn to recognize an image’s hierarchical features [13]. 

They also achieve higher accuracy than traditional handcrafted feature-based approaches in image classification. In many 

cases, using transfer learning in conjunction with traditional CNN methods, such as using VGG or DenseNet pre-trained 

architectures, further enhances the classification performance of the CNN; this is especially true for dermatology-related 

medical datasets that tend to be small [14]. There is a growing trend of evidence from systematic analysis that the 

diagnostic accuracy of deep learning models for the detection of melanoma is equivalent to that of dermatologists, and 

there is also considerable potential for the implementation of these models in clinical settings. In addition to their 

predictive capability, deep learning models need to be interpretable in order to ensure safe clinical use. Clinicians often 

raise concerns about deep learning models functioning as ’black boxes,’ which undermines clinical trust in these systems. 

To counteract this challenge, a variety of Explainable Artificial Intelligence (XAI) techniques have been developed 

including Local Interpretable Model-agnostic Explanations (LIME) [15], Gradient-weighted Class Activation Mapping 

(Grad-CAM), Shapley Additive Explanations (SHAP), and Integrated Gradients. Recent studies explore hybrid 

architectures that merge Convolutional Neural Networks (CNNs) with Vision Transformers (ViTs), leveraging both local 

spatial features and global contextual representations to achieve improved multi-class classification performance, while 

preserving the explained transparency of both models’ combined predictions [16]. This paper aims to provide a 

mailto:nandhinigopu55@gmail.com


 

 

 
Nandhini et al.   PMRP J. Res. Part A: Comput. Eng., 

29 

 

comprehensive analysis of recent advancements in deep learning, transfer learning, hybrid architectures, and explainable 

AI techniques for multi-class skin cancer detection. While researchers have made considerable progress in addressing 

these issues, developing a solution that generalizes across different populations and datasets, while maintaining 

computational efficiency and a balanced sensitivity-specificity trade-off, remains a significant challenge. Building reliable, 

interpretable, and clinically applicable systems for detecting multiple types of skin cancers continues to be an important 

research priority. This paper examines key findings and developments in this area, with particular focus on deep learning 

methods, transfer learning techniques, hybrid architectures, and explainable AI approaches [17-19]. Figure 1 illustrates 

the general pipeline of a deep learning-based skin cancer detection system, demonstrating the overall process of automated 

skin lesion classification which includes preprocessing, feature extraction, and final classification. 

 

 

Figure 1 General pipeline of deep learning-based skin cancer detection 

This paper focuses on several key aspects of deep learning-based skin cancer detection. It compiles the 

progression of automated detection methods from traditional image processing techniques to advanced deep learning 

architectures, including convolutional neural networks and attention-based models. Publicly available dermoscopic datasets 

are reviewed and assessed in terms of their strengths, weaknesses, and influence on model performance. The paper also 

examines the main challenges reported in current literature, such as class imbalance, generalization limitations, 

interpretability, and dataset bias. The clinical relevance of AI-based diagnostic systems and the barriers to their deployment 

in real-world healthcare settings are also discussed. Finally, existing gaps in the literature are identified and future research 

directions are proposed to improve the robustness, transparency, and fairness of multi-class skin cancer detection systems. 

 

2. Methods used to detect Skin Cancer 

Computational methods for automated detection of skin cancer have developed tremendously in the past two 

decades. In the past, handcrafted features were used along with classical machine learning classifiers but in recent years, 

deep learning architectures that learn features directly from dermoscopic images have gained considerable popularity. In 

this section, the key advances in this area are described, including traditional machine learning, convolutional neural 

networks, transfer learning, multi-class classification, attention mechanisms, vision transformers, hybrid architectures, 

multimodal fusion approaches, and explainable AI techniques. 

 2.1 Traditional Machine Learning Approaches 

Hand engineered features derived from traditional machine learning approaches used to represent the skin and 

classify skin lesions as either benign or malignant were the primary area of research before the advent of deep learning 

convolutional networks. Few works has examined combining deep learning methods with handcrafted features (e.g., 

using RSurf descriptors or Local Binary Patterns (LBP)) to provide additional information about melanoma and provided 

improved accuracy of identifying melanoma than would be achievable using either type of features on their own [20]. P rior 

to the growth of deep learning, most researchers in the field relied on classical image processing methods such as Gaussian 

filtering for preprocessing, active contours for segmenting lesions, and Grey Level Co-occurrence Matrices (GLCMs) for 

texture features. After these objects were processed as above, they were typically classified using classical machine 

learning algorithms such as Support Vector Machines (SVM) and K-Nearest Neighbors (KNN). There was a substantial 

number of studies published that provided high levels of accuracy when using these classical machine learning approaches 

with respect to datasets like PH2 [21]. Numerous systematic reviews of computer-aided diagnosis have summarized both 

the transition from using classical machine learning approaches to using deep learning models [22]. In addition, they have 

noted major challenges associated with this transition, namely small-size datasets, selection bias associated with the 

images used in the datasets, and the ability to generalize across varying population types [23]. These earlier works have 

paved the way towards the emergence of new deep learning-based systems for the automated detection of skin cancer. 
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2.2 Convolutional Neural Networks (CNNs) for Skin Lesion Classification 

Deep Learning has rapidly evolved over the last decade; therefore, CNNs are now being used to classify skin lesions 

automatically [24] instead of traditional machine learning methods [25]. The initial focus of these models was on binary 

classification tasks, with a primary focus on categorizing lesions as either malignant or benign [26,27]. These models 

displayed improved feature learning capabilities because they could automatically learn hierarchical representations using 

dermoscopy images; this allowed to overcome the challenges of using handcrafted feature extraction techniques [28,29]. 

In addition, a number of studies have developed enhanced CNN architectures that utilize new regularization techniques; 

therefore, these models can generalize better than previous models and were able to achieve high classification accuracy 

and a high degree of AUC-ROC across many types of comparisons between lesions. Comparisons were also made 

between CNN models and traditional classifiers (e.g., SVMs) with both types of approaches; CNN approaches tend to 

outperform traditional approaches with regard to both accuracy and robustness. Furthermore, systematic reviews of 

machine learning and deep learning methods for diagnosing melanoma found that there has been a surge in the number 

of architectures being used to develop CNNs (e.g., DenseNet and ResNet) and that these improvements provide new 

evaluations to be conducted on how the datasets are used and on how to validate the performance of CNN models [30]. 

The above studies reflect an important evolution to completely automated, deep learning-based skin cancer diagnostic 

systems [31,32]. However, these traditional approaches are limited by their dependence on manually crafted features and 

their inability to generalize across diverse datasets and populations. Figure 2 illustrates the basic architecture of a 

Convolutional Neural Network, demonstrating how input images pass through convolution and pooling layers for feature 

extraction before being classified in the fully connected layers. 

 
 

Figure 2 Basic architecture of a Convolutional Neural Network (CNN) in skin lesion analysis 

2.3 Transfer Learning Techniques 

Transfer learning is rapidly becoming a reliable method for assisting with skin lesion classification through the use 

of Deep Learning [33]. This approach has proven particularly useful in situations where there are no annotated datasets 

to confirm the diagnoses of skin lesions. Adapting pre-trained CNNs (convolutional neural networks) has been shown to 

significantly improve the ability of modern dermoscopy computers to detect skin lesions correctly [34]. Researchers have 

conducted several studies and have found that applying different pre-processing techniques like resizing and multi-scale 

cropping of images can lead to improved detection accuracy by retaining significant clinical details in cropped 

dermoscopy images [35]. The use of multi-scale and multi- network ensemble techniques, using different CNN training 

architectures, such as EfficientNet, SeResNeXt, DenseNet and ResNet, has resulted in higher overall accuracy on a variety 

of bench-mark datasets, including the International Skin Imaging Collaboration (ISIC) dataset [36]. Fine tuning these 

pre-trained models has been shown to produce even greater results, due to the introduction of additional dense layers and 

optimization of training parameters, with increased feature representation and model stability. Studies comparing the use 

of optimizers and batch sizes have also shown that well-tuned transfer learning CNN models provide excellent sensitivity 

and generalization performance [37]. Therefore, transferring knowledge from pre-trained models through transfer 

learning represents a viable and highly efficient way to create reliable automated skin cancer detection systems [38-40]. 

Despite their strong performance, CNN-based models often struggle with generalization when applied to datasets 

collected under different clinical conditions. 

2.4 Multi-Class Classification Systems 

As research progressed beyond binary classification, greater emphasis was placed on developing robust multi-

class skin lesion classification systems capable of distinguishing among multiple disease categories simultaneously. 

Recent studies have introduced multi-model deep learning architectures that classify skin lesions into several clinically 

relevant categories using large-scale dermoscopic datasets. For instance, multi-model frameworks based on architectures 

such as Xception have demonstrated higher accuracy and strong Area Under the Receiver Operating Characteristic curve 

(AUROC) values when trained on tens of thousands of images, with additional transfer learning strategies improving class-

specific performance across various skin conditions [41]. Systematic reviews of melanoma diagnosis further highlight that 

advanced deep learning architectures, including DenseNet and other deep convolutional neural networks, consistently 

achieve high accuracy on benchmark datasets such as HAM10000 and ISIC, reinforcing the reliability of deep learning 

in multi-class diagnostic settings [42]. To address the visual similarity between lesion types, hybrid models integrating 

advanced convolutional blocks with attention mechanisms have also been proposed. These architectures enhance both 
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fine-grained local feature extraction and global contextual representation, resulting in improved precision, recall, and F1-

scores across multiple lesion categories [43]. Despite achieving strong classification performance, these studies emphasize 

the ongoing challenges related to data diversity, interpretability, and computational efficiency. Overall, multi-class deep 

learning frameworks represent a significant advancement toward comprehensive, scalable, and clinically applicable 

automated skin cancer diagnostic systems. Nevertheless, the lack of cross-dataset validation in many transfer learning 

studies raises concerns about the reliability of reported performance metrics. 

2.5 Attention Mechanisms in Skin Lesion Analysis 

As multi-class classification models developed, researchers increasingly explored attention mechanisms to 

enhance feature representation and improve diagnostic precision. Attention-based deep learning models were introduced 

to better focus on clinically significant regions within dermoscopic images, thereby improving the distinction between 

benign and malignant lesions. Studies comparing multiple deep learning architectures have demonstrated that 

incorporating attention and model fusion strategies can significantly enhance classification accuracy [44]. In addition, 

Transformer- inspired architectures have been adapted to medical imaging tasks to overcome the limitations of 

conventional convolutional operations in capturing global contextual information. Multi-scale cross-attention 

mechanisms and large-kernel attention techniques have been proposed to simultaneously capture fine-grained local details 

and long-range spatial dependencies. These hybrid attention-based frameworks have shown superior performance in both 

segmentation and classification tasks, highlighting the growing importance of attention mechanisms in developing robust 

and accurate skin lesion analysis systems [45]. 

2.6 Vision Transformer (ViT) Models 

The limited ability of existing convolutional architectures to capture long range relationships has directed growing 

research attention towards Vision Transformer models for classifying skin lesions. ViT models capture global context 

through self-attention mechanisms, processing dermoscopic image data at a higher dimensional level and thereby enabling 

a more complete representation of lesion variability across different types. There are numerous publications analyzing 

ViT-based classification methods based on using benchmark datasets like ISIC 2019 with high levels of diagnostic 

confidence versus prior models that struggled with consistently performing well due to image class imbalance and 

variability [46]. Many researchers are continuing to study the impact of both self-supervised and supervised training on 

ViT networks to produce features without requiring extensive manual labelling. The use of attention maps for measuring 

the interpretability of ViT Models can help facilitate determining areas within an image that are clinically relevant; which, 

in turn, helps build greater trust in the output of the automated process [47]. Furthermore, ViT Models continue to build 

upon the potential of transformer-based models to produce effective and reliable systems for automated multi-class skin 

cancer diagnoses. Despite these advances, the high computational cost of attention-based models limits their practical 

deployment in resource- constrained clinical environments. Figure 3 presents the Vision Transformer architecture, 

illustrating how input images are divided into patches, embedded with positional information, and processed through 

multiple transformer blocks using self-attention mechanisms for final classification. 

 
Figure 3 Vision Transformer architecture - patch embedding and self-attention mechanism 

2.7 Hybrid Architectures 

Recent research has proposed hybrid architectures for further improving the performance of diagnostics [48]. 

Many of these newly developed methods combine convolutional neural networks (CNN) with frameworks based on the 

Vision Transformer (ViT) and utilize the strengths of each in order to enhance the early detection of skin cancers [49,50]. 

Hybrid models that use MetaFormer architecture (focusing specifically on the focal self-attention mechanism) are on par 

with, or exceed, traditional indicator-based classifiers in terms of their benchmark performance across all classifications 

specifically ISIC 2019 and HAM10000 (as determined by the classification metrics of accuracy, precision, recall, F1-

score) but also possess a lightweight design which helps them to be implemented for clinical purpose in real-time [51-53]. 
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These hybrid architectures have been shown to achieve better performance than many standalone CNNs and ViT models 

suggesting that the fusion of two complementary approaches can result in superior performance. Concurrently, other 

research has examined hybrid feature fusion methods that seek to combine handcrafted features (i.e., features that are 

extracted using conventional methods such as texture analysis using GLCM and wavelet-based descriptors) with deep 

learning derived features from pre-trained networks (i.e., DenseNet121) using advanced classifier techniques (i.e. Extreme 

Gradient Boosting (XGBoost) and ensemble classifiers) in order to provide improved classification reliability and 

robustness[54]. Consider together, these hybrid and fusion-based approaches indicate that fusing multiple generative 

methods for feature extraction and using architectural fusion techniques can produce systems that perform better and are 

more generalizable in automated multi-class skin cancer detection [55]. Table 1 provides a comparative summary of the 

key strengths and limitations of CNN, Vision Transformer, Hybrid, and Explainable AI approaches considered in this 

section. 

Table 1 Comparison between CNN, Vision Transformer, Hybrid, and Explainable AI approaches 

Model Type Strength Limitation 

CNN High accuracy and efficient feature extraction Limited interpretability 

Vision Transformer 

(ViT) 

Captures global contextual relationships Requires large-scale datasets 

Hybrid (CNN + ViT) Combines local and global features for improved 

performance 

High computational 

complexity 

Explainable AI (XAI) Enhances model transparency and trust Limited clinical reliability 

2.8 Explainable AI (XAI) Techniques 

Deep learning models have become complicated, resulting in concerns over their interpretability and reliability when 

used in a clinical setting [56]. With this, techniques from Explainable AI (XAI) have been integrated into the development 

of skin cancer detection systems [57-59]. While convolutional based and transformer-based architectures have both achieved 

excellent rates of diagnostic accuracy, their ’black-box’ nature has led to a lack of trust by many healthcare providers. For 

this reason, many researchers have investigated various XAI approaches, such as Grad-CAM, LIME and SHAP, to 

visualize the regions of dermoscopic or histopathologic images that contribute most heavily to the prediction made by the 

model [59,60]. Through comparative analysis of MobileNet, DenseNet, XceptionNet and ReXNet-150 architectures, use 

of high-performing classification models combined with XAI approaches yields improved clinical relevance and user 

confidence. Lightweight and efficient deep learning models, such as those augmented with Grad-CAM, have shown their 

ability to highlight regions of lesions while providing real-time inference capability [60]. In addition, hybrid explainable 

frameworks (for example, using LIME and SHAP) allow for the generation of human-understandable explanations by 

providing an analysis of low-level feature contributions and high-level feature contributions [61]. The identified 

improvements demonstrate that integrating XAI with high-performing deep learning models will close the gap of trust 

between medical practitioners and artificial intelligence systems, thus ensuring the safe and appropriate use of automated 

multi-class skin cancer diagnostic systems. Since 2020, research interest in skin lesion classification systems has grown 

considerably [62,63]. The research shows there is an issue with the quality of the datasets used and also how they were 

created, with a number of duplicate images in the ISIC datasets as well as inconsistency in the splitting into ’training’ groups 

versus ’testing’ groups and the lack of identification of which group a particular image belongs to when learning from data. 

This lack of identification will give an unreliable evaluation of how effective a model would be if it were tested on a dataset 

[64]. For these reasons, some researchers are recommending that when evaluating datasets for fair benchmarking against 

a model, it is recommended to use curated datasets and maintain balance [65,66]. 

2.9 Multimodal Fusion and Domain Adaptation 

In addition, researchers have looked at ways to combine both dermoscopic images and patient metadata through 

advanced fusion techniques using cross-attention mechanisms with the aim of improving the reliability of the embedded 

dataset and increasing the generalizability of the models built from those datasets [67,68]. Researchers have described 

using collaborative edge computing techniques for reducing latency and preserving patient data privacy in a clinical setting 

[69,70]. The issue of domain shift also complicates the evaluation of automated skin lesion analysis models in that the 

performance of a model when trained on one dataset will be different from that of another dataset used to test that model 

(i.e., if it is trained on a dataset collected with one device, using a different population, or obtained from a different clinical 

setting) [71]. Although XAI techniques provide valuable visual explanations, their clinical relevance and reliability in real-

world diagnostic settings remain limited and require further investigation. 

 2.10 Domain Adaptation and Clinical Validation 

Few studies have examined how to reduce this performance gap by evaluating the performance of models 

developed with unsupervised domain adaptation techniques; however, all these studies reported little effect on the 

performance gap [70]. In addition, recent literature reviews of cutting- edge AI systems stress the increased importance 

of multimodal fusion, large-scale models, and collaboration between clinicians and AI systems in regard to AI used for 

skin cancer evaluation, while continuing to note persisting concerns related to data diversity, interpretability, and clinical 

validation [72-74]. Therefore, several studies have demonstrated that to produce highly reliable, unbiased, and 

generalizable multi-class skin cancer detection, not only does an AI system need to use high-performance architectures, 

but also datasets must be thoroughly curated, use appropriate domain adaptation techniques, incorporate multimodal data, 

and undergo careful assessment in the clinical setting [75]. The lack of standardized multimodal datasets and evaluation 
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protocols continues to hinder the development of reliable and generalizable skin cancer detection systems. While there 

has been a major advancement for detecting skin cancers using deep learning techniques, there are still many limitations 

that exist. For example, while many existing models perform well on benchmark datasets (e.g., ISIC, HAM10000), they 

often perform poorly when tested on practical datasets due to differences in the data that contributes to the way each 

system works (domain shift) as well as bias from how each dataset was constructed. In addition to the issues described 

above, most deep learning systems (especially CNNs, and transformer-based systems) have very little interpretability; 

therefore, making it much harder for clinicians to trust these models when considering using them in practice. Furthermore, 

while many papers primarily look at accuracy, there are many papers that do not consider how efficiently their model can 

run in practice or how quickly their model can be deployed (time constraints). All of these problems highlight the urgent 

need to develop models that are more robust, generalizable, and explainable if they are to be effectively used in a clinical 

setting [76]. 

 

3 Datasets for Skin Cancer Detection 

Deep learning algorithms have shown promising capability in accurately diagnosing melanoma. However, their 

effectiveness is largely determined by the quality and diversity of the datasets used for training and validation. Three large 

datasets have been widely used for melanoma diagnosis research i.e. the Australian Institute of Dermatology, Hospital da 

Trindade, and PH2 databases, have been extensively used to evaluate the performance of deep learning approaches 

[76,77]. These datasets vary in several aspects, including data types, number of images and classes, annotation quality, 

and their generalizability and susceptibility to bias. Other recent studies have also examined multimodal datasets that 

combine image data with patient metadata to enhance the robustness and real-world applicability of skin cancer detection 

systems [78,79]. Table 2 provides the comprehensive list of datasets used to for skin cancer prediction which were in 

practice. 

Table 2 Most used skin cancer datasets 

Dataset Images Classes Type Limitation 

ISIC 13,000+ 7 Dermoscopic Class imbalance, duplicates 

HAM10000 10,015 7 Dermoscopic Skin tone bias 

PH2 200 3 Dermoscopic Small dataset 

Derm7pt 2,000 7+ Multi-modal Complex annotations 

 

4 Comparison of Models and Techniques 

The ability of machine learning (ML) and deep learning (DL) algorithms to detect skin cancer has been widely 

evaluated using various datasets and performance metrics. A systematic comparison of both categories highlights their 

respective strengths, limitations, and suitability for clinical applications. Traditional ML models for skin cancer detection 

rely on manually engineered features extracted from dermoscopic images. Methods such as Support Vector Machine (SVM) 

and K-Nearest Neighbors (KNN) have been widely used for binary and multi-class classification of skin lesions. While 

these approaches achieved reasonable accuracy on smaller datasets such as PH2, they are limited by their dependence on 

handcrafted features and their inability to scale effectively to large and complex dermoscopic datasets [21]. Deep learning 

models overcome the limitations of traditional ML by automatically learning hierarchical features directly from raw 

dermoscopic images. CNN-based architectures such as DenseNet and Xception have demonstrated significantly higher 

accuracy on large benchmark datasets including ISIC and HAM10000. Transfer learning techniques using pre-trained 

models such as EfficientNet have further improved performance by leveraging knowledge from large-scale datasets. Most 

recently, hybrid architectures combining CNN with Vision Transformers (ViT) have achieved state-of-the-art results, 

reaching up to 95% accuracy on ISIC 2019 by combining local feature ex- traction with global contextual understanding 

[49].  

Table 3 Comparison of Machine Learning and Deep Learning Models 

Category Model Dataset Accuracy Key Feature Ref 

ML SVM PH2 79% Handcrafted features [21] 

ML KNN PH2 78% Simple classifier [21] 

DL CNN ISIC 84% Automatic feature learning [26] 

DL DenseNet HAM10000 89% Deep feature extraction [36] 

DL Xception ISIC 91% High accuracy CNN [41] 

DL EfficientNet HAM10000 92% Lightweight [37] 

DL CNN + ViT ISIC 2019 95% Hybrid architecture [49] 

 Table 3 presents a systematic comparison of both ML and DL models reviewed. As shown, DL models 

consistently outperform traditional ML approaches across all benchmark datasets. While SVM and KNN achieved 78–

79% accuracy on PH2, CNN-based models reached 84–92% on ISIC and HAM10000. The hybrid CNN+ViT architecture 

achieved the highest accuracy of 95% on ISIC 2019, demonstrating the advantage of combining complementary 
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architectural strengths. However, it should be noted that accuracy values vary depending on dataset composition, 

preprocessing methods, and experimental conditions, and direct comparisons should be interpreted with caution [53]. 

Based on the findings, the following directions are recommended for future research in multi-class skin cancer detection: 

There is a need to develop large-scale, diverse, and multi-source dermoscopic datasets that represent different populations, 

skin tones, and imaging conditions to reduce algorithmic bias and improve model generalizability across varied clinical 

settings. Advancing multimodal learning frameworks that combine dermoscopic images with clinical metadata such as 

patient age, sex, and lesion location to enhance diagnostic accuracy and clinical relevance is needed. Improving 

Explainable AI (XAI) techniques to produce clinically meaningful and reliable explanations that support dermatologists 

in making accurate and evidence-based diagnostic decisions still a challenge. Designing lightweight and computationally 

efficient deep learning architectures suitable for real-time deployment in resource-limited healthcare environments is 

required. Adopting federated learning frameworks and establishing standardized evaluation protocols to enable privacy-

preserving collaborative model development across multiple clinical institutions while ensuring regulatory compliance 

will be required [80]. 

 

5 Conclusions 

Automated detection of skin cancer has changed dramatically during the last decade, moving from classic 

techniques that relied upon manually engineered features to complex deep learning systems capable of independently 

learning visual representations from dermoscopic images. This paper provides various elements of this evolution, covering 

major developments in CNNs, transfer learning, attention mechanisms, Vision Transformers, hybrid models, and 

explainable AI methods. Overall, the analysis carried out in this paper illustrates a clear performance trend across all 

reviewed methods. Traditional ML approaches such as SVM and KNN achieved moderate accuracy of approximately 78–

79% on the PH2 dataset due to their reliance on handcrafted features. In contrast, CNN-based models achieved significant 

accuracy gains of 84–92% on larger datasets such as ISIC and HAM10000 through automatic feature learning. Hybrid 

CNN+ViT models exhibited the strongest results, achieving approximately 95% accuracy on ISIC 2019 by combining 

both local and global feature learning. While XAI methods including Grad-CAM, LIME, and SHAP have improved 

model transparency, further validation is needed to confirm their clinical interpretability and reliability in direct diagnostic 

settings. While progress has been made in healthcare AI over the past decade, several key challenges remain. Many 

models produce acceptable results on standard benchmark datasets, but their performance often drops considerably when 

applied to real clinical data due to differences in imaging conditions and patient demographics. The continuing presence 

of issues related to class imbalance, annotation inconsistencies, and high computational demands makes practical 

deployment challenging. In addition, many publicly available datasets lack demographic diversity, meaning that models 

trained on these datasets may not perform reliably across different patient populations. Addressing these challenges will 

require coordinated effort across researchers, clinicians, and policymakers. Future work must focus on developing robust, 

interpretable, and computationally efficient AI systems that deliver consistent performance across different patient 

populations and varied clinical settings. The continued integration of advanced AI methods with clinical expertise holds 

strong potential for improving early diagnosis of multi-class skin cancer and supporting better patient outcomes. 
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